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POLICY AND PROCEDURE

SECURITY
POLICY:

To ensure a safe and secure environment for all clients, visitors and staff.

PERSONNEL:
All staff.

DEFINITIONS/SUPPORTIVE DATA:

1.
Security Personnel - refers to the Building Guards currently employed.  Security personnel fall under the immediate Manager/designee responsible for the float pool staff.
2.
Building Supervisor - the on-site Charge Person, assigned to the Central Nursing Office (CNO) during off-hours, weekends and holidays.

3.
Business Hours - 8:00 a.m. to 4:00 p.m., Monday through Friday.

PURPOSE:

1.
To provide a safe environment for all clients, visitors and staff at RICA-Baltimore.

2.
To ensure the proper safeguarding of State property.

3. To maintain a secure environment for all buildings and surrounding grounds.

4.
Defines building entry procedures during normal and non-business hours.


PROCEDURE:

All staff:

1.
During non-business hours all exterior doors to both the Multi-Services Building and the Residential Complex are locked and the Security System is activated. All staff and visitors shall report to and sign-in the lobby of the Residential Complex. Staff requiring entrance to the Multi-Services Building must check-in with the Central Nursing Office (CNO) Manager/designee to state the reason for entering the building and to permit the disarming of the Security System. Visitors after checking-in may request to meet with an individual or Unit Supervisor as appropriate. 


2.
During business hours visitors to the Multi-Services Building check-in with the Receptionist located in the front lobby and receive a visitor’s pass. Visitors to the Residential Complex check in with the Central Nursing Office (CNO) Manager/designee and sign.

VISITORS ARE NOT PERMITTED TO WALK THROUGH THE BUILDINGS UNESCORTED. (See Visitors Policy and Procedure.)
3.
Staff immediately report all suspicious persons and/or vehicles on the grounds of RICA to the Receptionist during business hours; or to security personnel or the CNO Manager/designee, as appropriate, during non-business hours.  

4.
Staff report all security violations (e.g., unlocked doors) to the Receptionist, Security Personnel or the CNO Manager/designee.

Security Personnel:

RICA employs building guards to provide security services support to the facility. The primary security functions of this position are as follows:

1.
Make periodic rounds, on foot and by vehicle, of all buildings and surrounding grounds as needed and maintain a tour of duty log that reflects abnormalities noted during surveillance.
2.
Check interior and exterior doors and locks as appropriate.
3. Transport clients and staff, as requested by the CNO Manager/designee.

4. Except when engaged in other assignments remains available in the Lobby of the Residential Complex.

5. Assists visitors, clients and their families on return from LOA and provides escort to units as appropriate. Provides assistance to Nursing/Residential staff as requested making unit rounds, providing support and assistance with clients and/or coverage, as needed.

6. Monitors Fire Alarm and Building Security Panels.

7. Performs special assignments/functions, as requested by the Administration/CNO Manager/designee.

Security System:

1. The Security System for the Multi-Services Building is computer controlled and arms/disarms each day based on programming times previously established. The schedule that reflects system arming/disarming times is held in the Central Nursing Office (CNO). All staff should assume that during normal business hours the Security System is disarmed and during non-business hours that the Security System is armed.

Security Access Key Pads:

1.  The five Security Access Key pads located throughout the facility, (4) on exterior doors of the Multi-Services Building and (1) located in the Central Nursing Office permit authorized users to arm/disarm the Multi-Services Building alarm system. 
2.  The Security Access Key pads are utilized primarily by the Central Nursing Office (CNO) and Maintenance Staff for after hour emergencies or to permit staff entry to the building during non-business hours. The user must enter their access code and will have the option of either arming/disarming any one of eight security zones, depending on the authorization/access level associated with that individual. Not all users will have the ability to arm/disarm all eight security zones.
3.  Staff members with assigned Security System Access Codes must safeguard their individual code to prevent use by unauthorized users. 
Employee Identification Badges: 
1. All staff are issued identification badges in accordance with the requirements of the Employee Identification Badge Policy and Procedure. Utilized generally for identifying individuals, those badges also contain a magnetic strip that when programmed permits the user to gain access through exterior doors with magnetic locks or interior doors with electronic strikes. 
2. Because identification badges can be individually programmed to access any/or all doors containing electronic card readers, it is imperative that staff report missing/stolen identification badges immediately in accordance with the requirements of the Policy and Procedure to prevent unauthorized users from entering our buildings.
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